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Belgium
Jan Dhont, David Dumont and Jonathan Guzy

Lorenz International Lawyers

Law and the regulatory authority

1	 Legislative framework 

Summarise the legislative framework for the protection of personally 

identifiable information (PII). Does your jurisdiction have a dedicated 

data protection law? Have any international instruments on privacy or 

data protection been adopted in your jurisdiction?

The Belgian Act of 8 December 1992 regarding the Protection of Pri-
vacy in relation to the Processing of Personal Data (the DPAct) and 
the Royal Decree of 13 February 2001 that executes the DPAct (the 
Royal Decree) constitute the primary legislative framework for data 
protection in Belgium. The DPAct implements Directive 95/46/EC 
of 24 October 1995 on the Protection of Individuals with regard to 
the Processing of Personal Data and on the Free Movement of Such 
Data. Additionally, certain other laws provide provisions touching 
upon PII processing, such as the Electronic Communication Act of 
13 June 2005 and the Act concerning Patients’ Rights of 22 August 
2002.

In addition to the national legal framework, the following inter-
national instruments apply in Belgium:
•	 article 8 of the European Convention on Human Rights and 

Fundamental Freedoms on the right to respect for private and 
family life, home and correspondence;

•	 article 8 of the Charter for Fundamental Rights of the European 
Union on the protection of personal data; and

•	 the Council of Europe Convention 108 for the Protection of Indi-
viduals with regard to Automatic Processing of Personal Data. 

2	 Data protection authority

Which authority is responsible for overseeing the data protection law? 

Describe the powers of the authority.

The Belgian Privacy Commission is responsible for ensuring compli-
ance with the DPAct and any other applicable law relating to PII 
processing. The Privacy Commission is entrusted with the following 
primary tasks:
•	 issuing non-binding recommendations either on its own initia-

tive or upon the request of the government or the parliament;
•	 maintaining a public register of notifications;
•	 handling complaints that are submitted to it, mediating between 

relevant parties and formulating non-binding recommendations; 
and

•	 instructing investigations and identifying breaches of the law for 
which it has wide powers, such as requiring: (i) communication 
of any document that may be of use to their investigation; and 
(ii) access to premises where information processing is believed 
to take place.

The Privacy Commission has no power to impose mandatory orders 
on PII owners, but it can submit a criminal complaint to the Public 
Prosecutor’s Office for criminal breaches of the DPAct. Further-
more, the President of the Privacy Commission can also file a civil 
action before the Tribunal of First Instance for any dispute relating 
to the application of the DPAct.

3	 Breaches of data protection

Can breaches of data protection lead to criminal penalties? How 

would such breaches be handled?

Criminal courts can impose penalties for breaches of the DPAct. The 
following criminal sanctions can be imposed: (i) a fine ranging from 
e600 to e600,000, (ii) imprisonment of up to two years, (iii) pub-
lishing of judgments in one or more newspapers, (iv) confiscation 
of filing systems, (v) orders to erase data, and (vi) a prohibition on 
processing any personal data for up to two years. In practice, the 
Privacy Commission will conduct investigations and if no settlement 
is obtained, the matter will be handed over to the Public Prosecu-
tor’s Office.

Scope

4	 Exempt sectors and institutions

Does the data protection law cover all sectors and types of 

organisation or are some areas of activity outside its scope? 

The DPAct applies to all processing of PII, regardless of the sector 
or type of organisation; however, individuals processing data exclu-
sively for private or household purposes (eg, keeping a personal 
address book) are excluded from the scope.

Furthermore, the DPAct contains partial exemptions for certain 
types of processing or organisations:
•	 organisations or individuals processing PII exclusively for jour-

nalistic, artistic or literary purposes, provided that (i) the data 
subject made the PII public, or (ii) the PII relates to the public 
character of the data subject or the fact in which the data subject 
is involved (eg, journalists collecting PII regarding public figures 
to write an article); 

•	 certain public bodies, such as the state security service and the 
intelligence service; 

•	 police authorities or other public authorities;
•	 PII processing that is necessary to comply with the obligations 

under applicable money laundering legislation; and 
•	 processing performed by the European Centre for Missing and 

Sexually Abused Children.
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5	 Communications, marketing and surveillance laws

Does the data protection law cover interception of communications, 

electronic marketing or monitoring and surveillance of individuals? If 

not, list other relevant laws in this regard.

The DPAct applies to the processing of PII resulting from the inter-
ception of communications, electronic marketing and the monitor-
ing and surveillance of individuals. 

Additionally, these activities are subject to specific regulations.

Interception of communication 
•	 Articles 259-bis and 314-bis of the Belgian Criminal Code;
•	 article 124 et seq of the Electronic Communication Act of 13 

June 2005; 
•	 Act on the Methods of Data Collection of Intelligence and Secu-

rity Services of 4 February 2010; and 
•	 Collective Labour Agreement No. 81 on the Protection of 

Employees’ Privacy in relation to the Monitoring of Electronic 
Online Communication Data of 26 April 2002.

Electronic marketing
•	 Article 100 of the Act on Market Practices and Consumer Pro-

tection of 6 April 2010;
•	 articles 13–15 of the Act on Certain Legal Aspects of Informa-

tion Society Services of 11 March 2003; and
•	 Royal Decree regulating Advertising by Electronic Communica-

tions of 4 April 2003.

Monitoring and surveillance of individuals
•	 Act on the Installation and Use of Surveillance Cameras of 21 

March 2007;
•	 Act concerning Special Tracing Methods and Any Other Investi-

gation Methods of 6 January 2003; and
•	 Collective Labour Agreement No. 68 regarding the Protection 

of the Privacy with respect to Camera Surveillance at the Work-
place of 16 June 1998. 

6	 Other laws

Identify any further laws or regulations that provide specific data 

protection rules for related areas.

Credit information
•	 Act on Consumer Credit of 12 June 1991;
•	 Royal Decree on Processing of Personal Data on Consumer 

Credit of 20 November 1992; and 
•	 Act concerning the Central of Credits to Individuals of 10 

August 2001.

Health information
•	 Patient Rights Act of 22 August 2002.

7	 PII formats

What forms of PII are covered by the law? 

The DPAct covers all PII that is processed in an electronic record as 
well as in certain manual records (ie, structured sets of PII, accessible 
according to specific criteria, such as an alphabetical contact list in 
writing).

8	 Extraterritoriality

Is the reach of the law limited to data owners and data processors 

established or operating in the jurisdiction?

No, the DPAct also applies to PII owners established outside the EU, 
using equipment for PII processing that is located on the Belgian ter-

ritory, unless such equipment is only used to transfer the PII through 
Belgian territory. This may, for instance, be the case if an electronic 
system physically located in Belgium is used to receive orders for 
goods, which is administered from outside the EU.

9	 Covered uses of PII

Is all processing or use of PII covered? Is a distinction made between 

those who control or own PII and those who provide services to 

owners?

Yes, in principle, all processing or use of PII is covered by the DPAct 
(ie, all operations performed upon PII ‘from cradle to grave’ such as 
the creation, collection, recording, organisation, storage, alteration 
or destruction of PII).

The obligations that weigh on PII owners are of a different order 
than those weighing on data processing service providers. The DPAct 
imposes primarily obligations on PII owners, but the Act requires 
that service providers implement appropriate technical and organi-
sational information security measures. In addition, PII owners are 
required to bind service providers, by means of a written agreement, 
to provide adequate information security and to ensure that the 
information is not processed outside the PII owner’s control. 

Legitimate processing of PII 

10	 Legitimate processing – grounds

Does the law require that the holding of PII be legitimised on specific 

grounds, for example to meet the owner’s legal obligations or if the 

individual has provided consent? Give details.

Yes, any processing of PII must be legitimised on one of the follow-
ing grounds:
•	 the data subject’s unambiguous consent (ie, any freely, specific 

and informed indication of the data subject’s agreement that its 
PII may be processed);

•	 for the performance of a contract to which the data subject is a 
party or for pre-contractual measures taken at his or her request;

•	 to comply with a legal obligation to which the PII owner is 
subject;

•	 to protect a vital interest of the data subject;
•	 for the performance of a task carried out in the public interest or 

in order to exercise an official authority vested in the PII owner 
or in a third party to whom the PII is disclosed; and

•	 to preserve the legitimate interests of the PII owner or a third 
party to whom the PII is disclosed, except where the interests or 
fundamental rights and freedoms of the data subject prevail.

However, the processing of certain specific types of PII is subject to 
more stringent requirements (see question 11).

11	 Legitimate processing – types of data

Does the law impose more stringent rules for specific types of data? 

Yes, the law imposes more stringent rules for specific types of PII.
The DPAct stipulates more stringent conditions for the process-

ing of the following specific types of PII:
•	 sensitive PII (ie, PII revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, trade union mem-
bership, and data concerning sex life);

•	 health-related PII; and
•	 PII relating to litigations submitted to civil, criminal and admin-

istrative courts, relating to suspicions, prosecutions or convic-
tions in matters of criminal offences, administrative sanctions or 
security measures (judicial PII). 

The processing of sensitive and health-related PII can take place if:
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•	 the data subjects have given their written consent;
•	 it is necessary to comply with labour or social security law;
•	 the processing is necessary to protect the vital interests of the 

data subject or of another person, provided he or she is physi-
cally or legally incapable of giving consent;

•	 the PII has been manifestly made public by the data subject;
•	 it is necessary for the establishment, exercise or defence of a legal 

claim;
•	 it is done for the purpose of scientific research provided that 

certain conditions are satisfied;
•	 it is necessary for medical purposes provided that the PII is pro-

cessed under the supervision of a health professional; and
•	 it is permitted by law for reasons of an important public interest.

In addition, sensitive PII may be processed:
•	 by a not-for-profit organisation in the course of its legitimate 

activities, provided strict conditions are met;
•	 for the purpose of public statistics; and
•	 by an organisation promoting the protection of human rights.

Moreover, health-related PII may also be processed if the processing 
is necessary for the prevention of a specific danger or the punish-
ment of a particular criminal offence, or for the promotion and pro-
tection of public health.

Processing judicial PII is only permitted when performed:
•	 under the supervision of a public authority if the processing is 

necessary for the fulfilment of its duties;
•	 by other persons if the processing of PII is necessary for the 

achievement of objectives that have been laid down by the law;
•	 by legal or natural persons for the management of their own 

litigations;
•	 by legal counsel, if necessary for the defence of their clients; and
•	 for the purpose of scientific research provided that certain condi-

tions are met.

When processing sensitive, health-related or judicial PII, the PII 
owner must keep a list of categories of individuals having access to 
it at the disposal of the Privacy Commission, and individuals with 
access must be bound by a legal, statutory or contractual confiden-
tiality obligation.

Data handling responsibilities of owners of PII

12	 Notification

Does the law require owners of PII to notify individuals whose data they 

hold? What must the notice contain and when must it be provided?

Yes, PII owners are required to notify data subjects whose PII they 
process. If PII is obtained directly from a data subject, the following 
information should be provided to the data subject no later than the 
moment the PII is collected:
•	 the name and address of the PII owner;
•	 the purposes of the PII processing;
•	 the existence of a right to object if the PII is processed for direct 

marketing; 
•	 categories of recipients of the PII;
•	 whether replies to the questions are obligatory and possible con-

sequences of a failure to reply; and
•	 the existence of the right of access and rectification of PII.

If PII is not obtained directly from the data subject, the afore
mentioned information must be provided either at the time of the 
recording of the PII or, if the PII is intended to be disclosed to a third 
party, no later than the moment of such disclosure.

13	 Exemption from notification

When is notice not required (for example, where to give notice would 

be disproportionate or would undermine another public interest)?

The PII owner is not required to give notice to data subjects who are 
already aware of the information contained in the notice.

If PII is not obtained directly from the data subject, the PII owner 
is not required to give notice if the recording or communication of 
PII is required by law, or if such notification appears to be impossible 
or involves a disproportionate effort.

14	 Control of use

Must owners of PII offer individuals any degree of choice or control 

over the use of their information? In which circumstances?

Yes, the DPAct requires PII owners to provide data subjects a certain 
degree of choice and control over the PII processing.

Right to object
Data subjects must be offered the possibility to object to the process-
ing of their PII for serious and legitimate reasons relating to his or 
her particular situation. Data subjects are not able to object to PII 
processing necessary for:
•	 the performance of a contract to which the data subject is a 

party or for pre-contractual measures taken at the request of the 
data subject; or 

•	 compliance with a legal obligation to which the PII owner is 
subject.

Furthermore, if the PII is processed for direct marketing purposes, 
the data subject always has the right to object to such processing 
(opt out).

Automated decision-making
Data subjects have the right not to be subject to an automated deci-
sion-making process that has legal effects (or affects them seriously) 
and which is aimed at the evaluation of certain aspects of their per-
sonality, such as professional performance, credit reliability, etc. 
However, this prohibition does not apply if the automated decision 
is taken in the context of an agreement or if it is necessary to comply 
with a legal obligation. 

15	 Data accuracy

Does the law impose standards in relation to the quality, currency and 

accuracy of PII?

Yes, but the DPAct only imposes vague standards for the quality, 
currency and accuracy of PII.

Generally, a PII owner is required to ensure that the PII is accu-
rate and kept up to date. Therefore, the PII owner must:
•	 take all reasonable steps to ensure that inaccurate or incomplete 

PII is erased or rectified; and
•	 implement technical and organisational measures that prevent 

any unauthorised alteration of PII.

Furthermore, the data subject has the right to request the rectifica-
tion or deletion of inaccurate PII. The PII will only be erased or cor-
rected to the extent that:
•	 the PII is incomplete, not necessary or irrelevant in view of the 

purpose of the processing; 
•	 the recording, communication or storage is prohibited; or
•	 the PII has been stored for longer than the authorised retention 

period.
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The PII owner has one month to rectify or erase the PII on receipt of 
the data subject’s request.

16	 Amount and duration of data holding

Does the law restrict the amount of PII that may be held or the length 

of time it may be held?

Yes, the PII owner may only process PII that is adequate, relevant 
and not excessive in light of the processing purposes. Furthermore, 
PII can only be kept in an identifiable format as long as needed for 
such purposes.

The statute of limitation periods for civil (up to 30 years) or 
criminal (up to 10 years) claims are relevant indicators to determine 
retention practices.

17	 Finality principle

Are the purposes for which PII can be used by owners restricted? Has 

the ‘finality principle’ been adopted?

Yes, the DPAct has adopted the finality principle, which implies that 
PII may only be collected for specified, explicit and legitimate pur-
poses and not further processed in a way incompatible with those 
purposes. The DPAct does not further specify what specific data 
processing purposes are deemed legitimate. The guidance to the Pri-
vacy Commission’s registration tool, however, contains a lengthy 
list of processing purposes that it considers legitimate (including 
purposes such as ‘sales of personal information’ and other privacy-
invading data processing practices) (see www.privacycommission.
be/sites/privacycommission/files/documents/01.01.03.22-notice_
decl_ordinaire_0.pdf).

18	 Use for new purposes

If the finality principle has been adopted, how far does the law 

allow for PII to be used for new purposes? Are there exceptions or 

exclusions from the finality principle?

The DPAct allows PII owners to use PII for new (different) purposes 
as long as the new processing remains compatible with the pur-
poses originally specified. All relevant factors should be taken into 
account, in particular the reasonable expectations of the data subject 
and the applicable legal and regulatory provisions to assess whether 
processing for a new processing purpose is acceptable.

It should be noted that further processing of PII for historical, 
statistical or scientific purposes is allowed under the conditions stipu-
lated in the Royal Decree (primarily, providing for de-identification).  

Security obligations 

19	 Security obligations

What security obligations are imposed on data owners and entities 

that process PII on their behalf?

The DPAct imposes obligations on the PII owner to implement appro-
priate, organisational and technical information security measures 
to protect PII against accidental or unlawful destruction, accidental 
loss, and unauthorised amendment or access. These measures must 
guarantee an adequate security level taking into account the costs for 
implementing the measures and the current state of the art in the field 
of information security on the one hand, and the nature of the PII and 
the potential privacy risks on the other hand. 

To clarify these obligations, the Privacy Commission elaborated 
a list of reference security measures (see www.privacycommission.
be/sites/privacycommission/files/documents/01.01.04.06-mesures_
de_reference_en_matiere_de_securite_applicables_a_tout_traite-
ment_de_donnees_a_caractere_personnel.pdf). 

When implementing these measures, the PII owner must assess 
the need for information security, taking into account:
•	 the nature of the PII and the processing activities, as well as the 

integrity, confidentiality and the availability of the PII;
•	 the applicable legal and regulatory requirements; 
•	 the size of the entity (including the number of individuals having 

access to the PII); 
•	 the significance and complexity of the IT-systems and software; 
•	 the level of external access; 
•	 the privacy risks; and 
•	 the state of the art of information security technologies.

Furthermore, a PII owner is also required to carefully select and 
supervise providers that process PII on their behalf.  

20	 Notification of security breach

Does the law include obligations to notify the regulator or individuals 

of breaches of security?

There are no specific security breach requirements in the DPAct. 
However, prudence requires that notification be considered if poten-
tial harm will result to data subjects’ privacy if notification was not 
made. In such cases, lack of notification of individuals may trigger 
liability based on Belgian tort law. 

Under the recently amended Act on Electronic Communication 
of 13 June 2005, telecom operators are required to inform the Bel-
gian Institute for Postal Services and Telecommunications (Telecom 
Regulator) of security breaches that affect PII. If the security breach 
is likely to negatively affect PII and the privacy of the concerned 
users, telecom operators are also required to inform these users, 
unless the PII owner can demonstrate to the Telecom Regulator 
that the affected PII is sufficiently protected by information security 
measures that make the PII unreadable for unauthorised individuals. 
The information security breach notification to users must contain at 
least the following information: (i) the nature of the security breach; 
(ii) contact information for individuals who want to obtain more 
information regarding the breach; and (iii) recommended measures 
that individuals can take to limit the negative consequences of the 
breach. Furthermore, the information security breach notification 
towards the Telecom Regulator should also contain a description of 
the consequences of such breach and the measures that the company 
took or is planning to take to address it.

Internal controls

21	 Data protection officer

Is the appointment of a data protection officer mandatory? What are 

the data protection officer’s legal responsibilities?

No, the appointment of a data protection officer is not mandatory 
under Belgian law nor is it contemplated in the DPAct. There are 
no specific legal advantages (eg, an exemption on the notification 
obligation) related to the appointment of a data protection officer. 
Nevertheless, the internal appointment of such officer tends to 
increase the credibility of an organisation in the eyes of the Privacy 
Commission.

22	 Record keeping

Are owners of PII required to maintain any internal records or establish 

internal processes or documentation? 

There is no specific legal obligation to keep internal records or docu-
mentation regarding PII processing; however, in case a PII owner is 
processing sensitive PII, it should keep a list of all the categories of 
individuals who are authorised to access this data. The list must con-
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tain a specific description of the functions of these individuals with 
regard to the processing of PII and should be kept at the disposal of 
the Privacy Commission.

Registration and notification

23	 Registration

Are owners and processors of PII required to register with the 

supervisory authority? Are there any exemptions?

Yes. PII owners are required to notify the processing of PII to the 
Privacy Commission by default. Entities that are only processing PII 
on behalf of another entity (ie, data processors) are not subject to 
this obligation. 

The Royal Decree provides exemptions to the general notifi-
cation obligation. It exempts PII processing performed for certain 
specific purposes, such as payroll, HR, client and supplier manage-
ment, accounting, management of shareholder and partners, ena-
bling communication, and visitor registration in relation to access 
control. Also, the Royal Decree exempts certain types of PII owners 
from the obligation to notify, such as non-profit organisations for 
processing PII of their members and benefactors, educational institu-
tions (for processing PII of their students), municipalities processing 
PII in order to maintain the register of the population and identity 
cards, and administrative bodies processing PII in accordance with a 
specific act or regulation. 

All these exemptions are conditioned and should be interpreted 
strictly, since the general rule is notification. 

24	 Formalities

What are the formalities for registration?

PII owners can register by:
•	 completing the online notification form on the website of the 

Privacy Commission (see https://www.privacycommission.be/
elg/main.htm?siteLanguage=nl); or 

•	 sending a written notification form (available at www.privacy-
commission.be/nl/static/pdf/gewone_aangifte_form.pdf) to the 
Privacy Commission (Rue de la Presse, 35/Drukpersstraat 35, 
1000 Brussels, Belgium). 

The notification form should include information on:
•	 the PII owner (name and corporate address); 
•	 the purposes of the processing;
•	 the types of PII that are being processed;
•	 the legal basis for the processing;
•	 data recipients and the measures implemented to secure the dis-

closure of PII to these third parties;
•	 how the concerned data subjects are being informed about the 

PII processing; 
•	 the person or department that data subjects can contact to exer-

cise their rights;
•	 the PII retention period;
•	 implemented information security and confidentiality measures; 
•	 international data transfers; and 
•	 the contact person for the Privacy Commission.

After completing the online notification procedure, the PII owner 
will receive an authentication form. This form should be printed, 
signed and sent by (registered) mail to the Privacy Commission. It is 
only after receiving this authentication form that the Privacy Com-
mission will consider the notification as officially submitted.

The Privacy Commission will send a confirmation letter within 
three working days of receipt of the written notification or the 
authentication form. The notification will then be processed and 
published in the public register of the Privacy Commission. This 

normally occurs within 21 days of completing the notification pro-
cedure. The PII owner can start its processing activities once the noti-
fication is submitted and does not have to wait until its notification 
has been published; however, it is possible that the Privacy Commis-
sion may request additional information or raise concerns regarding 
the intended processing when reviewing the notification form.

The PII owner must pay a fee of e125 (if the notification is sent 
in writing) or e25 (in case the notification is submitted online). 

The registration does not have to be renewed periodically, but it 
must be kept up to date. This implies that it must be amended where 
the notified information is no longer accurate. Amendments can be 
done in writing or online and are subject to a fee of e20. 

25	 Penalties

What are the penalties for a data owner or processor for failure to 

make or maintain an entry on the register?

A PII owner who does not comply with its notification obligation 
can be convicted by a court to criminal fines ranging from e600 to 
e600,000. Furthermore, the court can order the publication of the 
decision in one or more newspapers, the confiscation of the data 
storage media, or the erasure of PII. The court can also prohibit the 
convicted person to process any PII for a maximum period of two 
years. In addition, in case of recidivism, the court can impose a sen-
tence of three months up to two years’ imprisonment or a criminal 
fine of between e600 and e600,000, or both. 

26	 Refusal of registration

On what grounds may the supervisory authority refuse to allow an 

entry on the register? 

The Privacy Commission may refuse entry in the public register if 
the notification is incomplete or if the PII owner fails to pay the 
notification fee; however, the Privacy Commission may not refuse an 
entry to its public register based on the notified processing activities 
of the PII owner.

27	 Public access

Is the register publicly available? How can it be accessed?

The register is publicly available free of charge and can be accessed 
online on the website of the Privacy Commission (see https://eloket.
privacycommission.be/elg/searchPR.htm?eraseResults=true&siteL
anguage=nl), at the Privacy Commission’s Office, or by sending a 
written access request to the Privacy Commission.

28	 Effect of registration

Does an entry on the register have any specific legal effect?

The notification of PII processing and the registration in the pub-
lic register do not exempt the PII owner from its other obligations 
under the DPAct. It is important that notice provided to individu-
als is in line with the registration. Also, changes in the information 
practices should be reflected in the public register.

Transfer and disclosure of PII

29	 Transfer of PII

How does the law regulate the transfer of PII to entities that provide 

outsourced processing services?

A written (or electronic) agreement should be concluded between the 
PII owner and the data processor. The agreement should determine:
•	 that the data processor can only act on behalf of the PII owner 
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and pursuant to its instructions; and
•	 the data processor’s liability in case of failure to comply with 

its obligations (ie, implementation of information security meas-
ures and compliance with the DPAct).

In any event, the PII owner remains liable for the PII processing per-
formed by a data processor and is required to carefully select its data 
processor. 

30	 Restrictions on disclosure

Describe any specific restrictions on the disclosure of PII to other 

recipients.

It is the PII owner’s responsibility to ensure that the disclosure is 
consistent with the initial purpose of processing and notice is pro-
vided to the data subjects. The DPAct does not further restrict the 
communication of PII to third parties.

However, the disclosure of health-related PII is restricted. 
Health-related PII can only be disclosed to another health-care pro-
fessional bound by professional secrecy, unless the data subject gives 
his or her written consent, or if the processing is necessary for the 
prevention of an imminent danger or for the suppression of a crimi-
nal offence. 

Furthermore, a data subject may ask the president of the Tribu-
nal of First Instance to issue an injunction prohibiting the disclosure 
of PII where disclosure is not permitted.

31	 Cross-border transfer

Is the transfer of PII outside the jurisdiction restricted?

Transfers of PII outside Belgium to other EEA countries are not 
restricted, but PII transfers outside the EEA are.

 
Transfers to adequate countries
Transfers of PII to EEA countries and countries that the European 
Commission has found to provide an ‘adequate level of protection’ 
are not restricted. The European Commission has adopted a white 
list of countries with an adequate level of protection (see http://
ec.europa.eu/justice/policies/privacy/thridcountries/index_en.htm), 
which is recognised by the Belgian Privacy Commission. 

Transfers to non-adequate countries
Transfers to countries outside the EEA not providing an adequate 
level of protection are prohibited unless the international data trans-
fer is:
•	 based on the data subject’s unambiguous consent;
•	 necessary for the execution of a contract between the data sub-

ject and the PII owner, or for actions necessary to implement 
pre-contractual measures at the data subject’s request;

•	 necessary for the conclusion or execution of a contract between 
a PII owner and a third party in the data subject’s interests;

•	 necessary for an important public interest, or for the establish-
ment, exercise or defence of legal claims;

•	 necessary to protect a vital interest of the data subject; and
•	 carried out from a public register set up by law or from a register 

that can be consulted by anyone invoking a legitimate interest, 
provided that the legal requirements for consultation are met.

Furthermore, specific PII transfers to non-adequate countries can be 
authorised by the minister of justice, provided that the PII owner 
ensures ‘sufficient guarantees’ for the protection (eg, by conclud-
ing a data transfer agreement with appropriate clauses or adopting 
binding corporate rules (BCRs)); the authorisation will be given in 
the form of a Royal Decree. If the European Commission-approved 
model clauses are used, such an authorisation is not required in 
practice.

Belgium recognises the mutual recognition procedure for the 
approval of BCRs. The procedure provides that a lead data protec-
tion authority will review a company’s BCRs. If the lead authority 
accepts the BCRs, the Privacy Commission will advise the minister 
of justice to authorise the BCRs.

32	 Notification of transfer

Does transfer of PII require notification to or authorisation from a 

supervisory authority?

No, generally the international transfer of PII does not require spe-
cific notification or authorisation from the Privacy Commission or 
another supervisory authority. 

However, if PII transfers to third countries fall outside the 
exemptions on the previously mentioned general international data 
transfer prohibition, the PII owner must apply for an authorisation 
from the minister of justice. 

If a PII owner executes a data transfer agreement to a non-
adequate country based on the European Commission’s standard 
contractual clauses, such an agreement is automatically considered 
to provide a sufficient guarantee by the Privacy Commission. There-
fore, in practice, prior authorisation by the minister of justice is not 
required in this case; however, a copy of this data transfer agreement 
must be sent to the Privacy Commission for review.

In any event, international transfers (and the legal basis for trans-
fer) must be indicated on the mandatory notification which must be 
submitted to the Privacy Commission prior to the PII processing.

33	 Further transfer

If transfers outside the jurisdiction are subject to restriction or 

authorisation, do these apply equally to transfers to service providers 

and onwards transfers? 

In those exceptional cases where an authorisation of the Ministry 
of Justice is required (typically, in case of ad hoc data transfer 
agreements), onward transfers must be included in the transfer 
permit application if they take place on the initiative of the Bel-
gium-based data exporter. International transfers that are initiated 
by the third country-based data importer (without involvement of 
the Belgium-based data exporter) are not subject to the authorisa-
tion process.

Rights of individuals

34	 Access

Do individuals have the right to see a copy of their personal 

information held by PII owners? Describe any limitations to this right. 

Yes, data subjects have the right to access their PII. This right of 
access implies that the data subject is entitled: 
•	 to be informed whether his or her PII are being processed;
•	 if PII is being processed, to receive a description of the:

•	 PII of which the data subject is the subject;
•	 processing purposes;
•	 data categories to which the processing relates;
•	 recipients or categories of recipients to whom the data are or 

may be disclosed; and
•	 information about the origin of the data; and

•	 to receive the aforementioned information in an intelligible 
form. According to the Privacy Commission, this does not imply 
that a copy of the processed PII, or that the file of which the PII 
forms part should be provided to the data subject.

Data subjects should address a dated and signed access request to 
the PII owner or processor together with proof of their identity. 
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When receiving a valid access request, access must be provided free 
of charge, as soon as possible and at least within 45 days of receipt 
of the request.

The right to access does not apply if:
•	 PII is processed by public authorities in the fulfilment of their 

duties of judicial police;
•	 PII is processed by certain police services; 
•	 processing is necessary for the application of the law on the pre-

vention of money laundering; and
•	 PII is processed exclusively for journalistic, artistic or literary 

purposes, provided that the execution of this right would com-
promise a publication or reveal information sources.

In this case, data subjects cannot request access directly from the PII 
owner, but can obtain access via a request addressed to the Privacy 
Commission. 

The DPAct and the Act on Patients’ Rights of 22 August 2002 
contain a specific regime for access to medical data. 

35	 Other rights

Do individuals have other substantive rights?

In addition to the right of access, data subjects have the right to 
request the rectification, erasure or blocking of inaccurate PII or PII 
that is processed in violation of the DPAct (see question 15). Further, 
individuals also have the right to object to the processing of their PII 
(see question 14).

36	 Compensation

Are individuals entitled to monetary damages or compensation if they 

are affected by breaches of the law? Is actual damage required or is 

injury to feelings sufficient?

Data subjects are entitled to compensation from the PII owner if 
they suffer damages resulting from a violation of the DPAct. The PII 
owner will only be exempted from this liability when it proves that it 
cannot be held accountable for the violation of the DPAct.

37	 Enforcement

Are these rights exercisable through the judicial system or enforced by 

the supervisory authority or both?

The Privacy Commission has a mediating role regarding the enforce-
ment of these rights, but actual enforcement is only possible through 
the judicial system. For more information on the Privacy Commis-
sion’s powers please see question 2.

Exemptions, derogations and restrictions

38	 Further exemptions and restrictions

Does the law include any derogations, exclusions or limitations other 

than those already described? Describe the relevant provisions.

No.

Supervision

39	 Judicial review

Can data owners appeal against orders of the supervisory authority to 

the courts?

It is not possible to appeal against a decision of the Privacy Commis-
sion since it cannot impose binding decisions.

40	 Criminal sanctions

In what circumstances can owners of PII be subject to criminal 

sanctions?

The processing of PII in violation of the DPAct may constitute a 
criminal offence subject to criminal sanctions.

The following criminal offences are punishable by a fine ranging 
from e600 to e120,000:
•	 failure to comply with a valid request for rectification, blocking 

or erasure of PII; and 
•	 failure to comply with implementing adequate technical and 

organisational measures.

The following criminal offences are punishable by a fine ranging 
from e600 to e600,000:
•	 failure to comply with the general data protection principles;
•	 failure to comply with the rules on legitimate PII processing; 
•	 failure to comply with the rules on the processing of sensitive PII; 
•	 failure to comply with rules regarding the information to be pro-

vided to the data subject; 
•	 failure to communicate the information requested by the data 

subject within 45 days of receipt of the request, or knowingly 
communicating inaccurate or incomplete data;

•	 providing incomplete or inaccurate information in the notifica-
tion of a data processing operation to the Privacy Commission 
(or generally abstaining from notifying the Privacy Commission);

•	 failure to comply with a request for information of the Privacy 
Commission; and

•	 transferring PII to a country outside the EEA contrary to the 
applicable rules.

In addition, the following measures can be imposed by court order:
•	 confiscation of the carriers of PII to which the offence relates;
•	 erasure of the PII; and
•	 prohibition of the management of any processing of PII, directly 

or through an agent, for a period of up to two years.

The Privacy Commission recently published a non-binding 
recommendation regarding cyber surveillance in the employment 
context. The most important point from this recommendation is that 
the Privacy Commission allows employers to access the content 
of employees’ non-contested business-related e-mails if access is 
required for legitimate purposes (eg, the employee is ill or on leave).

The Belgian parliament recently adopted the Law with Various 
Provisions regarding Electronic Communications (the Law), which 
implements Directive 2009/136/EC (amending the E-Privacy Directive 

2002/58/EC). The Law contains several provisions concerning the 
protection of PII, which include, most notably, the introduction of 
an opt-in consent requirement for cookies and the introduction of a 
specific data breach notification obligation for telecom operators.

The Privacy Commission recently released a protocol with 
the Ministry of Justice which simplifies, under Belgian law, the 
authorisation procedure for BCRs. While a Royal decree will still be 
required to authorise BCRs, the protocol facilitates the procedure for 
having BCRs approved under Belgian law.

Update and trends
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Recidivism is punishable by imprisonment from three months up to 
two years, a fine ranging from e600 to e600,000, or both. 

41	 Internet use

Describe any rules on the use of ‘cookies’ or equivalent technology.

The use of cookies is regulated by article 129 of Electronic Commu-
nication Act of 13 June 2005, which was recently amended.

This law requires:
•	 consent to be obtained from users prior to the placing or use of 

cookies;
•	 data subjects to be informed of the use of cookies; and
•	 data subjects to be offered the chance to withdraw consent in a 

clear and unambiguous way.

These conditions do not apply if the cookie is strictly necessary:
•	 for the provision of a service explicitly requested by the user; 

and
•	 for the transmission of a communication over an electronic 

communication network.

42	 Electronic communications marketing

Describe any rules on marketing by e-mail, fax or telephone.

Marketing by e-mail
The consent of the addressee is required before sending marketing 
by e-mail, unless if the marketing is sent to:
•	 a generic email address of a legal person (eg, info@company.be);
•	 a customer, provided that (i) the marketer has collected the email 

address in relation the sale of  products or services, (ii) the mar-
keting relates to similar products or services, and (iii) the cus-
tomer is offered an easy way to opt out.

Marketing by telephone
Marketing calls to individuals who opted out of these calls are pro-
hibited.

The Belgian Direct Marketing Association has established a list 
(‘the Robinson list’) to enable individuals to exercise their rights of 
objection. 

Marketing by facsimile
The consent of the addressee is required prior to sending direct mar-
keting by facsimile.
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